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Features
1  Single Push-button Triggers Parallel Programming
1  Supports Programming of Up to (10) Devices at a Time for SOIC Package
1  Supports Programming of Up to (5) Devices at a Time for TSSOP, UDFN, SOT23-3, or CONTACT
1  Provides the Following Feedback:

i Serial Number

i Programming Count

i Programming Limitation Count

I Firmware Version

i Device and Protocol

I Verification Cycle

I Status Lights For Pass/Fail per Device

i Visual Feedback While Programming (Push Button Light is On)

1 Embedded Power Controller
1  Provides power to DUTs Only When Programming 8 Load/Unload Safe
1 Detects When Devices are Positioned Backwards and Cuts Power to Protect the Board
1  Standard Micro-USB Used for Power and Configuration
Contents

1 Atmel® AT88CK9000 Board
1  Universal Power Supply Adaptor
1 0.5m USB Cable

Introduction

The AT88CK9000 secure personalization kit has been developed to securely personalize the Atmel
Crypt oAut heATSHAR04A devicesEries. Depending on the ordering code, the kit can securely
personalize 8-lead SOIC, 8-lead TSSOP, 8-pad UDFN, 3-lead SOT23, and 3-lead RBH CONTACT
packages. The 8-lead SOIC kit has sockets which can accommodate two devices per socket making it
capable of personalizing up to 10 devices at a time. Safety and security has been added to ensure secure
high-reliability programming.

The AT88CK9000 kit interfaces to the Atmel Crypto Evaluation Studio (ACES) software suite to provide
communication to a PC via a USB interface. This allows trusted users to program the board outside of the
manufacturing environment. Once programmed, the board becomes a standalone board. As a
standalone board, it only requires power, after which, will allow the programming of the ATSHA204A
devices. In addition, this board has an internal counter to keep track of how many devices were
programmed, both in total, as well as by session.
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Becoming Familiar with AT88CK9000 Board

The AT88CK9000 has been designed to make secure personalization of the CryptoAuthentication
ATSHA204A devices as easy as possible.
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Install Atmel Crypto Evaluation Studio (ACES)

To download ACES, visit:
http://www.atmel.com/tools/ATMELCRYPTOEVALUATIONSTUDIO_ACES_.aspx.
Note: The AT88CK9000 kit is compatible with version 4.3.2 or later.

1. Launch the installer by executing the downloaded file (e.g. ACES_Setup.exe).
2. Follow the installation instructions in the setup wizard.

f,' Atmel Crypto Evaluation Studio 3.2 E]‘ﬁw@
Welcome to the Atmel Crypto Evaluation Studio r
3.2 Setup Wizard AIMEL

The installer will guide you through the steps required to install Atmel Crypto Evaluation Studio 3.2 on
your computer.

WARNING: This computer program is protected by copyright law and international treaties.
Unautharized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

3.

fds=
ACES CE ACES
Programmer ATSHA204
Demo

4. The ACES Programmer icon will launch the ACES Programmer. See the following section,
fiConfiguring the AT88CK9000 Boarda

a ACES CE recognizes the following kits.(Does not recognize the AT88CK9000):
9 Atmel AT88CK101 Development Kit i General Engineering, Combined Firmware
91 Atmel AT88CK454BLACK Evaluation Kit T ATSHA204A Rhino Black
9 Atmel AT88CK427GREEN Evaluation Kiti ATAES132 Rhino Green
i Atmel AT88CK460WHITE i ATECC108 Rhino White
9 Atmel AT88CK490 Evaluation Kit i CryptoAuthentication
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Configuring the AT88CK9000 Board

Device:

Count-T: 124076833
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Limit:

H 835905025
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Fu: vl
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Once ACES has been installed, begin configuring the ATSHA204A device to work in your system.

This step will not involve the AT88CK9000 board directly but is a preparation step before you
can download the device configuration to the AT88CK9000 and subsequently program the
multiple devices in the AT88CK9000.

The recommended method is to define and test the device configuration using the ACES Configuration
Environment (CE). In order to use ACES CE, one of the compatible kits listed above that ACES CE
recognizes is required. ACES CE does not recognize the AT88CK9000 as a development kit, however,
ACES CE creates a personalization file which is targeted for the AT88CK9000 Kkit.

Save the personalization file in ACES CE:
1. Launch ACES CE:
I From your desktop, select the ACES CE icon, or
i From the Start Menu, select Start > Atmel Crypto Solutions > ACES > ACES CE.
2. Configure the working device to the desired configuration.
3. From ACES CE menu bar, select File > Save Personalization File...

® | ACES Configuration Environment - ATSHA204
File | Tools View Help
Personalize Device. Configuratiol

Save Personalization File..
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4. The File Save As dialog box will be displayed.
5. Check the checkbox for S a v e At Pérsonalizationd

Ift h Atmead Personalizationécheckbox is not checked and the resulting .shax file is
downloaded into the AT88CK9000, an Invalid Format error during the download process
will be produced.

6. Selectthe 6 S e s sKieyol othatithe ATCK9000 will use during programming. If the
&ession Key Slot selector is empty, then define a slot from slot 6 to slot F to be
Read:Secret/Write:Never (SlotConfig = 8F8F)

7. Checktheé Sav e Res po(hshar)écheekbdx & desired. The *.shar file is a responses file
that can be used with ACES CE to verify that parts are programmed properly. After programming
parts,launchACES CE sel ect t he fhanadlestth&*eshar fileyoderiije n u

8. Name the personalization file, and then select Save.

o =

+*+ Save Personalization File @

Save the current device configuration to the specified filename

Personalization Filename:
CK3000-Config.shax [

Save as ‘Atmel Personalization

Part Number: ATSHAZO4A

Session Key Slot:

Save Responses File [*.shar)
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Powering Up the AT88CK9000 Board

The AT88CK9000 board can be powered via the multi-voltage power supply which is supplied with the kit
or via a USB port on a PC. Once powered, the green LED will illuminate next to the USB connector, and

the green LEDs will illuminate below each socket.

UsSB Power LED
Power is illuminated

LEDs are illuminated
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